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Topic 4: Ethical and social issues in ISs. 

 

Learning Outcomes 

By the end of this topic, you should be able to: 

• Identifying the data ethics and privacy issues. 

• Establishing the response to the issues. 

• Determining the privacy and intellectual property concerns. 

• The judicial (legal) response- effect of data ethics on legislation.  

 

4.1 Identifying the issues. 

Most of us like the idea of being identified by name, every time we log onto the website. Hardly 

does it occur where some personal information has been obtained from. Sometimes individuals 

log onto a search engine and as soon as another webpage is opened, there is a constant 

bombardment of different adverts, sometimes related to what we surfed on the internet a week, 

or month or even several months ago. Some appreciate this, while others are quickly alarmed. 

This difference in our inclination towards whether one IS or digital issue is preferred by one 

individual compared to another is what causes ethical issues to be personal. 

 

 

 

 



 

Figure 0.1 The relationship between ethics and the information society (from Laudon and 

Laudon, 2020) 

 

 

The ethical dilemma a manager faces surfaces in the social and political arguments. Every 

individual is influenced by social institutions such as family, communities and the education 

all determining the convictions of how one ought to behave or make decisions. The political 

spectrum is influenced by this context of family, religion and communal traditions which also 

influence the resultant laws which govern the conduct of citizens. The biggest challenge is 

communities, politics and laws respond slowly to the changes in the social and technological 

environment. So, until new laws have been passed, businesses may abuse the legal loopholes 

for their own benefit. In the information era, there are five new moral dimensions from the 

technological advancement: 

 

Information rights and obligations: This identifies the data and information rights 

individuals and organisations now have. The concerns also establish how these rights can be 

protected – and who has the responsibility of protecting them. For example, The right to be 

forgotten.  

• Property rights and obligations. Traditional intellectual property rights which for example 

protect individuals of trademarks, and new ideas were easy to implement before the digital age. 

There are challenges in tracing the originator of an idea, and even identifying and claiming 

ownership of such as information is quickly shared and made available sometimes before the 

sole originator has taken steps to claim and protect ownership – how then can one prove 

themselves as the sole owner of an idea? 



• Accountability and control. The interest is on who is liable for any damages to individual 

or collective information and property rights. At what point is the risk transferable between 

relationships?  

• System quality. How can a government or its citizens determine the standards of data and 

system quality which ensure the safety and protection of individual rights? How can these be 

monitored to ensure a safe digital community?  

• Quality of life. What is the definition of values which ought to be safeguarded in an 

information-based society? What institutions should be protected when they violate these 

values and why?  

 

All these concerns are arising because of several trends in the information age. These trends 

include but are not limited to the following: 

Increasing data and digital content creation: For example, on social media platforms. 

Increasing computing power: new technologies are capacitating the processing of large 

quantities of data. As such businesses, collect as much data as they can. Not all of it is used for 

increasing services. There are cases of monetising such data by businesses. 

Increasing storage – cloud services for example is enabling businesses to extract and hold as 

much private and public data as possible. Organisations can therefore keep piling up data for 

as long as they have somewhere to store it. 

Mobile devices and internet of things – the increased interconnectivity of almost any 

household device implies the camera is always on, the audio is granted access to different apps 

which can gather data about private discussions, location and so on. 

 

4.2 The human response to the issues 

Every individual has to an extent, freedom to choose how to approach the ethical issues. 

Ultimately, businesses and organisations are made of people, and it is these individuals within 

institutions who have a moral obligation to safeguard other people. However, this is easier than 

done, as moral and ethical issues are very personal and depend on the convictions and values 

of the one to make a decision, for example a manager. Whether they are responsible for making 

the right choice or not depends on what is right or wrong for them. 

 

4.2.1 The ethical decision-making framework. 

To assist in making the morally acceptable decision, the ethical decision-making framework 

can be employed. This just gives steps based on what key question to ask. 



 

Identification of an ethical situation: Check for the facts about the potential existence of an 

ethical issue. An ethical issue is one which can violate the rights or another person. Facts are 

important as they can substantiate the existence of a moral dilemma and determining the 

potential consequences or violations under consideration. Minimise assumptions, and check 

for verifiable facts. 

Define the conflict or dilemma. This implies defining the values or rights which are 

potentially under violation. Identify the parties and their interests and the potential areas of 

conflict of the interested parties. The areas of conflict could be higher order values protected 

by law such as property rights, or freedom. A dilemma exists when if the pursuance of the 

protection of one value or right results in the violation of another. For example, after a terrorist 

attack in 2015 (San Bernardino, California), The FBI requested Apple to bypass the suspect’s 

iPhone by developing a “masterkey” so that the data in the phone would help in the 

investigations. However, if by any means the key falls into the wrong hands, it would render 

iPhone not as secure. So, what would weigh more, the prevention of future terrorist attacks and 

security of American citizens or the security of Apple iPhones?  

 

Identify the stakeholders: Who is involved and how are they affected? 

Identify the alternating courses of action and their outcomes. There is a possibility that you 

can satisfy all the stakeholders, what are the different alternative courses of action available- 

and what are their outcomes? 

Decide. Despite the outcomes given in your assessment of the different possibilities, one still 

must decide.  

 

Some other policies can assist in ethical decision making, for example professional codes of 

conduct. For example, professional bodies have such in place for example medical 

professionals, accounting professionals and so forth. 

 

4.3 Privacy and intellectual concerns 

Intellectual property refers to intangible assets created using the mind. These typically cover 

product design, research work, music, or artistic creations. The work can be done by individuals 

on behalf of themselves or as projects or tasks within a business. 



Information technology has resulted in challenges in intellectual property because data and 

information can be quickly collected, copied and distributed. The protection of intellectual 

property is under the following main laws. 

 

Trade secrets: This is an outcome of intellectual work, can be a formula, compute software, a 

device or a method of producing something and has some form of business value over its 

competitors. It is a trade secret for as long as it is unknown to competition. 

Copyright. This is a statutory grant which safeguards the originators of the intellectual property 

from having their work replicated for any purpose as long as the originator is alive and for up 

to 70 years after the originator’s death. If these copyrights are for businesses, the lifespan is 95 

years after production. 

Patents. A patent gives the owner an exclusive right on their ideas behind their creation for a 

period of 20 years. This is to ensure the protection and an ability to earn a return on their 

investment or labour in coming up with the idea. This has a difficult criterion however known 

as no obviousness of the asset to be protected: for example, the work must have some material 

outstanding quality or contribution. This takes time to prove and also acquire. 

 

4.4 The judicial response 

How have country laws responded to all these ethical issues? The response differs from one 

jurisdiction to another. However, one interesting legal framework has been adopted in the 

European Union, known as the “Right to be forgotten”. Go onto the following site Everything 

you need to know about the "Right to be forgotten" - GDPR.eu and read through what this 

piece of legislation does. 

 

Summary 

This chapter looked at the ethical social issues involved in information systems. These issues 

were identified, and their impact assessed. Lastly, a framework for making an ethical decision 

was discussed to help managers appropriately consider the outcomes of ethical decisions when 

using technology. 

 

 

 

 

https://gdpr.eu/right-to-be-forgotten/
https://gdpr.eu/right-to-be-forgotten/


KEY TERMS 

✓ Ethical issues in IS ✓ Privacy and intellectual concerns  

✓ Social issues in IS  

 

SELF-LEARNING RESOURCES 

 

1. fast.ai (2022) A Conversation about Tech Ethics with the New York Times Chief Data 

Scientist.https://www.fast.ai/2019/03/04/ethics-framework/ 

2. Chapter 12: The Ethical and Legal Implications of Information Systems 

(https://bus206.pressbooks.com/chapter/chapter-12-the-ethical-and-legal-implications-of-

information-systems/) by David T. Bourgeois , used under Creative Common Attribution 

4.0 International License. 

3. Thomas, R. & Wiggins, C. (2019) A Conversation about Tech Ethics with the New York 

Times Chief Data Scientist. 04 Mar 2019. Available at A Conversation about Tech Ethics 

with the New York Times Chief Data Scientist · fast.ai.  

 

SELF-ASSESSMENT 

Tutorial questions: 

1. Given that a lot of private data is being collected, processed and monetised by organisation, 

what are the personal and professional consequences? To what extent should business collect 

such data? How much control should be given to individuals with regards to such data? 

2.  Describe Google’s email usage policy. Does it protect the user or more Google as business?  

 

Podcast/Videos 

Video 1: What Net Neutrality Means For You 

https://www.youtube.com/watch?v=hxz7PYlFvdI 

Video 2: Viktor Mayer Schönberger on The Right to be Forgotten. 

The European Commission embraced the "right to be forgotten" in its data protection 

framework. This allows users to get rid of the data about them on social networks 

https://www.youtube.com/watch?v=9Xpk26bJ7FU 
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Case Study Analysis:  Facebook and Google Privacy: What Privacy? 

 

You are to conduct a case study analysis of the ethical issues surrounding the Facebook case. 

As a consultant, answer the following questions: 

 

1. Carry out an ethical analysis of Facebook. What is the ethical dilemma presented by this 

case? 

2. What is the relationship of privacy to Facebook’s business model? 

3. Describe the weaknesses of Facebook’s privacy policies and elements. Identify the people, 

organization, and technology issues which have influenced those weaknesses? 

4. Explore whether Facebook has a potential to create an alternative successful business model 

which does not invade privacy? Explain your answer.  

5. How can Facebook make this consideration feasible? 

 

 

Essay 

 

Discuss how might individuals’ privacy and anonymity be impinged via company’s 

aggregation and linking of data. 


